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Vocabulary:
Our talk will

accept the
following
terms.
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Pll = Personal Data

Data = Information
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Create a culture of
respect for privacy
and confidentiality
at every level of the
organization.

Big Picture

Consult with your
lawyers and
insurance
companies.
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Protect European Union and
European Economic Area from:

1. Mishandling of data

The EU General Data Protection Regulation 2. Inconsiderate and abusive
(GDPR) is the most important change in data use of personal

. o information
privacy regulation in 20 years.

The regulation will fundamentally reshape the way in which data is handled across every B asic p rinci p | €. Powe r tO th e
sector, from healthcare to banking and beyond. Pe (0] p | e

* An organization can only
work with the personal
data of an individual if it is

Photo: LIPS /7SUEeHRatS, permitted by law or with
the consent of that
individual.

Data about a person

W h at |S G D P R ? belongs to the person
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Why GDPR?
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Tradition of hundreds of years of government
surveillance

The rights to private life and data protection are
enshrined in Articles 7 and 8 of the
) 2007

Data Protection Directive

General recognition that businesses were collecting
data to “target” individuals + poorly handling that
data + being secretive with data
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https://ec.europa.eu/info/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
https://en.wikipedia.org/wiki/Data_Protection_Directive
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GDPR: General Issues
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“any information relating to an identified or identifiable
natural person.”

Name and surname

Email address

P rOte Ctec : Identification card number
Personal

:) t Location data (for example the location data function on a
dld mobile phone)

Internet Protocol (IP) address

Advertising identifier of your phone

Data held by a hospital or doctor, which could be a symbol
that uniquely identifies a person
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Controllers &

Processors
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Controller: organization or individual who collects and
uses personal data

Processor: organization or individual who processes
personal data on behalf of the controller

Organizations located outside of the EU doing business in
EU states could be subject to the GDPR if those
organizations process personal data from an EU state
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Increased
Territorial
Scope

(extraterritorial
applicability)
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Organizations in breach of GDPR can be fined up to 4% of
annual global turnover or €20 Million (whichever is
greater)

There is a tiered approach to fines

Penalties

Clouds are not exempt from GDPR enforcement
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Organizations must get consent from individuals -

‘Opt-In” — “explicit consent”

Consent language and terms must be easily understood -
“Clear and plain” - “intelligible” - “easy”

Consent

How to withdraw consent must be easy.
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Similar to many US state requirements

72 hour notification

Data Breaches

Processors must notify customers and controllers
“without undue delay.”
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Individuals can ask organizations “where and for what
purpose?”

Controller must provide a free copy of personal data in
electronic format.

Right to

Access & Port

Individuals can collect and give their data to another
controller organization.
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Right to be forgotten

Organization must erase data

Data Erasure

Halt 379 parties from processing data

Conditions: No longer needed by org or consent is
withdrawn

Orgs may refuse if public interest is greater than privacy
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Data

Protection
Officers
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Your Duty
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Do you Where data is/are?
Organizational [

Awareness &

Knowledge
Which data is Pll, sensitive, confidential?
(OAK) e senst

Who has accessed it?

Who has access?

How long you can keep it?

If it has been accessed by unauthorized personnel or
outsiders (breach)?

If it has been breached, what you must do?
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Determine
Organizational

Responsibility
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Executive Lead — Digital Protection Officer

CEO

: Audit
Responsible

Customer Service Manager

Roles
CISO
CPO — Chief Privacy Officer
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@
1 ‘ o The UK’s independent authority set up to uphold information
@ rights in the public interest, promoting openness by public

Assessment
Inventory

Information Commissianer's Office bodies and data privacy for individuals.

Home  Your data matters  For organisations  Make a complaint  Action we've taken

For organisations [

Data protection self assessment

Kn OW What you have, Where This self assessment toolkit has been created with small organisations in mind. It will

be most helpful to small to medium sized organisations from the private, public and

YOU have |t third sectors.

Good information handling makes good business sense. You'll enhance your business's
Inve nto ry reputation, increase customer and employee confidence, and by making sure personal
information is accurate, relevant and safe, save both time and money.

Use our checklists to assess your compliance with data protection law and find out
what you need to do to make sure you are keeping people’s personal data secure.
Once you have completed each self assessment checklist a short report will be created

Processes that Collect PI | suggesting practical actions you can take and providing links to additional guidance

you could read that will help you improve your data protection compliance.

Try th e U K ICO Ch eckl IStS Small business owners and sole traders are advised to complete our Small business

owners and sole traders checklist,

What are you collecting?

Data protection assurance checklists

Before undertaking our Data protection assurance self assessment checklists, you
should first determine whether you process personal data as a "controller” or
“processor”. The definition of these two terms can be found in our Guide to the GDPR.

In some instances, you will process personal information as both a controller and a
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https://ico.org.uk/for-organisations/data-protection-self-assessment/
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Research reading room forms

Online catalog registration

Mailing lists

Event registration

Review/Audit =
Processes

Donor lists

Collecting &

Vendor lists (Many DBA’s in archive economy)

HR

Interacting
with Pl

Union
Interns

Student worker management

Company culture events

ePicnics, Retirements, Surprise Parties, telephone trees
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Privacy Policy

Implement: « Workflows

e Pll movement clearly identified
e Storage (at rest) locations for PlI
e Role based ACLs

Governance

e Different data handling procedures within one
organization for the same content is hard to defend.
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Implement:
Training &

Education * New Hire

* Management
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Clarity in all statements

| M p | eme nt e Example from the EU Internet Handbook: "This site
uses cookies to offer you a better browsing
Tra NS pa ren Cy experience. Learn more about how <name of

organization> uses cookies and how to change

& C | d rlty your settings.”

e Example: Green Mountain Energy Company -
https://www.greenmountainenergy.com/privacy-

policy/
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https://www.greenmountainenergy.com/privacy-policy/

Age documentation

You may have researchers under the age of

Implement: 16, you will need approval from
Youth

parents/guardians.

Protection

Hand out paper consent forms at physical
events.

GDPR for SAA Records Management and Privacy and Confidentiality Sections 4/18/2019




Data gathered Pre-GDPR

| Reach out to individuals
mplement:

Retroactions

Treat all the same
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Implement:
Breach

Notifications
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UCSC Impiementation Plan for Protection of Electronic Personal Identity Information
Appendix F - Visual of Breach of Security Procedures

June 26, 2003

Service Provider and

System Steward

D Authorl

Incident Resoonse Team

Law Enforcement General Counsel Chancellor's PIO
security@ucsc.edu (or designee) (Vice Provost. Office, Internal
? Information Technology) Audit
START
A security breach of
unencrypted personal f|———win 24 hours
information is
confirmed
5;35”;;2‘;’:22? VP IT files Initial
Repg:‘ SVPIT Report with UCOP
the potential scope and
\ source of breach,
description of data ASSESSMENT: VP IT convenes IRT to determine whether criteria for notificaiton has been met
Incident System integrity has compromised, o=
been restored and potential population,
Response information about controls in place or other
Procedures the breach and historical info and time YES
scope Is available. "S""“’(g(gc’:”'“"g ‘
Authorization from
Law Enforcement
(Detective) that
Wiin 24 hours ——— notification will not
impede a criminal
investigation
A —>{ NOTIFICATION PLAN: VP IT and IRT determine means and text of notification
SYSTEM STEWARD
must provide Final
Reportto VP, IT
final scope and source
of Breach, description of
data compromised, General Counsel
Notification | i :09;’“’“0“- i‘f"‘ﬂ‘s Approval
aken to prevent future
Procedure brench?ss and time I
duration of breach +
PIO notifies
VP IT coordinates customers and
notification plan p 1 status
________________ L»{ STATUS | to IRT
i Additional
i adviceor [ STATUS IC—
i assistance
v
\
VP IT files Closure
Reporting report with UCOP
Procedure

—y

END
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Implement:
Courteous &
Deliberate
Sharing/
Forgetfulness

Process for individuals to
request their data.

Process for removing PIl from
everywhere

Organizational direction for
timeliness and responsiveness
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GDPR as best practice

* Worldwide - Other governments are looking at it

* EU - The provisions of GDPR will be extended to electronic communications by a new e-
Privacy Regulation, which is expected to come into effect later this year

* EU - These rules will govern how organizations can send out unsolicited marketing emails
and text messages, will enable web users to set their cookie preferences on their
browsers, and will stiffen up confidentiality rules for internet businesses.

* China last year introduced a slew of regulations on cybersecurity, data protection, and
cross-border data transfer with distinctive GDPR-type features. California

 California Consumer Privacy Act of 2018, which takes effect in 2020, features opt-out
clauses, transparency rules, and rights for customers to be forgotten similar to those
contained in GDPR.

e US States looking at versions
e US Federal — Regulation in subject specific laws




Brexit

* The U.K. could potentially leave the EU without a formal set of
agreements to govern how data on citizens is used between the two
territories. If that happens, the U.K. will be covered by the 2018 Data

Protection Act, which enshrines most of the provisions of GDPR into
U.K. law.




Machine Learning and Al

* If it was so awesome, this slide content would be auto-generated
with pertinent and actionable information!




Questions

e Zuck and more GDPR-type regs?
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Resources

There are many organizations that can help with compliance. Feel free to Google.
The next slide notes the resources that were used for making these slides.
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Resources

EU GDPR Portal: “Powered by Trunomi”
* https://eugdpr.org/

UK Information Commissioner’s Office
* https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/
European Union

* https://europa.eu/youreurope/business/dealing-with-customers/data-protection/data-
protection-gdpr/index en.htm

European Parliament

e http://www.europarl.europa.eu/news/en/headlines/society/20180522STO04023/gdpr-is-in-
effect-now-you-decide-on-your-digital-privacy

Microsoft
* https://docs.microsoft.com/en-us/microsoft-365/compliance/gdpr-arc

https://iaonline.theiia.org/2019/Pages/GDPRs-Global-Reach.aspx
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https://eugdpr.org/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://europa.eu/youreurope/business/dealing-with-customers/data-protection/data-protection-gdpr/index_en.htm
https://europa.eu/youreurope/business/dealing-with-customers/data-protection/data-protection-gdpr/index_en.htm
http://www.europarl.europa.eu/news/en/headlines/society/20180522STO04023/gdpr-is-in-effect-now-you-decide-on-your-digital-privacy
https://docs.microsoft.com/en-us/microsoft-365/compliance/gdpr-arc
https://iaonline.theiia.org/2019/Pages/GDPRs-Global-Reach.aspx

-End-
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